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The Police Service Response

Elected representative safety officer –

Chief Superintendent Stephen Murray



Since 1st January 2022 MLAs 

have reported:

• 149 incidents, including

• 79 crimes.

Under-reporting appears to be 

an issue.

Elected Rep Safety - Headlines



Elected representatives from all parts of 

Northern Ireland are affected by crime

Party affiliation makes no difference

Elected Rep Safety - Headlines



Elections are a major factor

– Election posters were a factor in 47% of reported crimes

26% of current MLAs have been a victim of a crime 

in the past three years

– This rises to 44% if poster / election crime is included

Repeat victimisation is an issue

– Some MLAs are repeatedly targeted

Elected Rep Safety - Headlines



Communicatio
n - email, call, 

Office
16%

Home
5%

Social
2%

Most offences are ‘remote’: abusive, intimidating 

or obscene communications

Where is crime happening?



• Often multiple 

offences but 

Communications 

offences are the 

most common.

• ‘Cyber enabled’ / 

online offences a 

recurring theme

Improper 
use of 

communicat
ion 

47%

Criminal 
damage

24%

Harassment
17%

Other 
12%

What crime is happening?



Female
45%

Male
55%

• 38% of MLAs are female but they suffer 45% of crime

Gender Breakdown



Joint working with NI Assembly and other partners 

– Building understanding of the issue

A focus on prevention of crimes and incidents 

Providing advice and guidance

– Crime Prevention – surveys and risk assessments

– Cyber crime

– Online Resources

MLA Safety officer and MLA safety group 
– Increased reassurance for victims and enhanced response

What are we doing?



Personal & Premises Safety
Chris Sloan

Strategic Lead Designing Out Crime & Crime Prevention



Prevention is Better Than Cure

Desiderius Erasmus (1466-1536) 

A WARE NE S S



• Where patterns are set / predictable routines

• When travelling by vehicle

• Online  - when using technology

• Unfamiliar surroundings

• When we are complacent

When are you vulnerable?



Engaging with the Public
• Avoid lone working –conduct visits accompanied

• Keep a record of any intimidating behavior

• Don’t engage with anyone harassing you (on and 

offline)

• Use “report abuse” tools on social media

• Block and report trolls

• Know what to do if you are confronted on the 

street

• Set up your phones emergency SOS function



Canvassing Safety  
• Be prepared – not scared

• Focus on group safety - planned 

activity / regular check ins

• Have a plan if followed / confronted

• Keep a record

• Use technology to canvass more safely

• If you feel threatened call the police



Awareness of what is happening around you –

recognizing threats to your safety and security

Identifying threats early = quicker reaction to danger
BE ALERT – NOT ALARMED

‘Plan ahead – Know what to do’

Situational Awareness



Cyber Protect
D/Constable Samuel Kinkaid

NI Regional Cyber Protect Officer



Content Text. Content Text. Content Text.

• The majority of cyber crime is preventable 

by taking simple steps to secure your 

cyber security. (Protect)

• It is important to be in a position to 

respond appropriately if you should 

experience a cyber incident. (Prepare)

Protect & Prepare



NCSC - High Risk Individuals

High-risk individuals include those working in 

political life (elected representatives, candidates, 

activists and staffers). 

Focus on good cyber behaviours

- Strong Passwords

- Two Step Verification / MFA

- Protect Devices

- Think about what you post



Spear Phishing

Star Blizzard 

- Open Source research identifying areas of interest

- Impersonating known contacts or experts

- Targeting personal accounts 

- Building a rapport

- Delivering a malicious link or attachment 

- Credential harvesting 



NI Case Study 

Stage 1
Email received from a known 

but compromised 3rd party

Stage 2
User directed to 3rd party service 

& asked to review documents. 

Stage 3
Credentials requested

Account compromised

12 Compromised  organisations across NI in 4 weeks
Previous example impacted Councilors, MLAs & MPs 



Local Government Partnerships

NIA Information Systems Office 

• Review of reported incidents, sharing of threat intel and post 

incident support to members. 

Councils:

• Threat intel sharing and support to Council IT teams. 

• Engagement with Local Government Business Continuity 

Group. 



NCSC – Cyber Action Toolkit

• Free service 

• Tailored & Actionable Guidance 

• Step by Step actions

• Progress Tracking

• Starting Point for Cyber Security



NCSC – Cyber Action Plan

• Free service

• Consider when onboarding

• Email passwords

• 2SV

• Backups

• Access Controls



Contact:
Incident reporting 999, 101 or online

Report Fraud (Service for Cyber and Fraud) 

www.reportfraud.police.uk / 0300 1232040

Reporting Advice

www.gov.uk/guidance/where-to-report-a-cyber-incident

PSNI General Cyber Safety Advice

cyberprotect@psni.police.uk



Thank you for Joining Us

Joint guidance available at:-

www.psni.police.uk/safety-and-

support/keeping-safe/protecting-

yourself/joint-guidance-election-

candidates

PSNI Public Affairs Team (PublicAffairs@psni.police.uk)


